Privacy Enhancing Technologies FS2025
Lecture 9-10-11-12 — Building a Modern SNARG

Florian Tramer

Part of these lecture notes are inspired by notes of Dan Boneh', and Vitalik Buterin”.
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1 SNARGs

In many applications, a standard ZK proof system is impractical and we actually want fur-
ther properties from our proof system.

For example, suppose you want a server to compute the function SHAlIOOO/OOO(x) for you
(i.e., applying SHA-256 a million times to an input x). One way for the server to “prove”
that the answer is y is just to send you all 1'000'000 hashes and let the verifier check each
one (or just send only y and let the verifier re-run the entire computation...) So we need a
proof system where the proof is succinct, i.e., much faster to verify than to generate.

In some settings (e.g., cryptocurrencies), we also do not want the prover to have to interact
with every other party in the system to convince them their proof is valid. Here, we want a
non-interactive proof [BEMS88], i.e., a proof string that can just be sent to anyone.

Proofs that satisfy these two properties are called SNARGs (Succinct Non-Interactive Argu-
ments) [BCCT12]. (notice that for now, we’ve left zero-knowledge out of the picture. It turns
out that for modern SNARGs, zero-knowledge is typically the easy part. Once we have a
proof system that is non-interactive and succinct, getting zero-knowledge as well can often
be done by appropriately randomizing the prover).

There are different ways to define succinctness. The one we’ll consider here is as follows:

e Short proofs: The proof size |7t| is poly-logarithmic in the size of the input and witness,
i.e., at most O(A, polylog(|x|, |w|)), where A is the security parameter.

e Efficient verification: The time required to check the proof is O(A, | x|, polylog(|w|)), i.e.,
linear in the length of the statement x and poly-logarithmic in the size of the witness w
(note that the linear dependence on |x| is unavoidable as the verifier has to be able to
read the statement to be proven).
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In contrast to non-interactivity, succinctness is a highly non-trivial property even without
considering zero-knowledge. Indeed, a standard “one-shot” proof for an NP statement is not
succinct as the proof is as long as the witness. But it turns out that this is possible by using
cryptography! (under some strong assumptions)

2 Blueprint for a SNARG

So how do we construct SNARGs? Modern constructions that aim to maximize efficiency
are quite complicated. We will give an overview of a popular approach, but we won't be
able to cover all the details. You'll build an older and conceptually simpler (but incredibly
inefficient) scheme in your homework!

All these schemes actually have a common blueprint. We start by building a succinct proof
system where the security is information theoretic (i.e., we don’t need any cryptographic as-
sumptions). Because standard NP proofs are not succinct, this requires working in some
weird model that constrains how the verifier and prover interact (you can think of this a bit
like the random oracle model, where we assume access to some imaginary object that helps
us prove security). So we first build a succinct proof system that is unconditionally secure
in this weird computational model.

Then, cryptography comes into mix. We use cryptographic tools to force the prover to ad-
here to the constraints, without having the ability to cheat. Then we further apply Fiat-
Shamir to make the whole thing non-interactive. And we’re done! Sounds easy, right...

The box game. Let’s take a little detour first, and consider the following problem: The
verifier wants to test whether some statement x is in an NP language £. The prover puts their
proof 7T in a special “box”, that lets the verifier see the value of /v at only three randomly
chosen bits. The verifier can then decide whether to accept or reject the proof.
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Is this possible?

At first glance, this seems impossible. You're only allowed to see three bits of the proof!
That’s a bit like saying that I can grade your exam by only reading three random lines you
wrote. And yet, it turns out that this is possible, if we encode the proof in a special way!

This follows from one of the most celebrated results in theoretical computer science, the PCP
theorem [ALM 98] (PCP stands for Probabilistically Checkable Proofs). The PCP theorem
says, informally, that you can create a proof v for any NP statement (where the length of 7
is polynomial in the size of the instance), so that you can verify the proof by reading only
3 random bits of it [HHas01]! The proof has perfect completeness, and soundness error of at
most 1/2 (i.e., incorrect proofs are accepted with probability at most 1/2).



There’s a flavor of succinctness that is apparent in the PCP theorem. For a proof of size 7, the
verifier only needs to sample O(log 1) random bits, and receives O(1) bits in return, from
which they can decide whether to accept the proof.

So we now have an information-theoretic proof system that has some succinctness proper-
ties, but where the prover and verifier interact through some special “box”. The second step
is to use cryptography to actually instantiate this “box”.

From PCPs to SNARGs. The prover could just send the verifier the entire PCP proof, and
have the verifier sample three random bits from it. But this defeats the point of succinctness,
as the PCP proof is as long (actually much longer) than the original witness.

Another way would be for the verifier to send the prover the three random indices, but then
we somehow need to ensure that the prover doesn’t cheat by returning arbitrary values.
This is where cryptography comes in.

How do we instantiate a “box” in cryptography? This should remind you of commitment
schemes! But to get succinctness as in the PCP theorem, we’ll need a special form of com-
mitment scheme called a vector commitment scheme. This allows the prover to send a short
commitment to an entire vector of values x = (x1,x2,...,%,), and later let the verifier open
the commitment at a specific index i to obtain x;. But wait, didn’t you construct such a
scheme in homework 1? What a great coincidence! In this week’s homework, you’ll show
how to use this commitment scheme to create a (very inefficient) SNARG.

2.1 Abstracting the Box Game: Interactive Oracle Proofs

Formally, we refer to the “box” in the above example as an oracle, which you can think of
as a trusted third party that takes as input a proof string from the prover, and allows the
verifier to ask only specific queries to the proof. Such proof systems are called Interactive
Oracle Proofs (IOPs) [BSCS16].

Again, note that IOPs are information-theoretic proofs. That is, we first show that in a special
model where this oracle exists, the proof system is sound and complete. Then, we use cryp-
tography (typically a special form of commitment scheme) to instantiate the oracle.
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Beyond PCPs, other types of commonly used IOPs include:

e Linear IOPs, where the proof is encoded as a vector 77 in some field IF, and the verifier
asks for a constant number of linear combinations of the proof values (i.e., < g, 77 >=
Zie[n] q; - 77; for some vector g € F").



We will get back to linear IOPs in a later lecture, when we discuss protocols for aggre-
gating private statistics.

e Polynomial IOPs, where the proof is encoded as a polynomial 7t1(X) over some field F,
and the verifier asks for polnomial evaluations 71(z) at a constant number of points z € F.

We will discuss Polynomial IOPs in more detail below, to describe PLONK, a modern
practical SNARG.

3 The Magic of Polynomials
The majority of modern SNARGS start from an information-theoretic protocol where the
prover and verifier interact by exchanging polynomials. But why polynomials?

Essentially, you can think of a polynomial as a succinct way to represent many different
equations. Looking forward, this will enable us to represent the computation of an entire
arithmetic circuit as just one big polynomial equation.

Let’s work through a dummy example, due to (I think) Vitalik Buterin. Suppose I want to
convince you that the 100-th Fibonacci number is

354,224,848,179,261,915,075

Of course you could do this computation yourself (e.g., by using the closed-form expression
for the n-th Fibonacci number). But let’s assume you can’t do this (or don’t want to).
To convince you, I create a polynomial f,( X)) over some (large) field IF, and claim that:

L. fb(0) = fan(1) = 1.

2. [7,(100) = 354,224,848,179,261,915,075.

3. fin(x+2) = fap(x) + frap(x+1) forall x € {0,1,...,98}.

You should convince yourself that this is equivalent to my original claim. Note that creating
the polynomial f;;, requires a lot of work, but this is work done by the prover.

I put the polynomial f;, in a “box” that lets you evaluate it at any point (we will later replace
the box by a polynomial commitment scheme). So what does the verifier need to do?

Testing that /;;,(0) = f;,(1) = 1 and that f,(100) = 354,224,848,179,261,915,075 is easy.
You just ask the box for an evaluation of f, at 0, 1, and 100.

X ________ Y| fin(X) =ag+m X+ +agX?
Prover 0,1, 1OOT J{fnb ), fin (1), frin(100)

o

X accept if f;,(0) = f;,(1) = Tand f;,(100) = 354, ... ,075
Verifier

Testing the third property is a bit more complicated, and will require using some nice prop-
erties of polynomials.
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Equality test. Let’s first see how to prove that two (-degree polynomials f, ¢ € F[X]|=" are
equal. This is a very useful building block for proving more interesting things.

The prover puts both polynomials / and g in a box that the verifier can evaluate at any point.

A naive solution would be for the verifier to evaluate both polynomials at ¢/ + 1 points and

check if they are all equal. But if we allow for some small error, we can do a lot better! What

the verifier will do is simply to evaluate both polynomials at a single random point r € F. If
r) = ¢(r), then the verifier accepts that the two polynomials are equal.

) S > :

Prover r 9 ]p/l\ l r),q(r

o)
X acceptif f(r) = g(r

Verifier

Lemma 1. The Equality Test protocol has perfect completeness and soundness error
/|FEl.

Proof of Lemma 1. Completeness is trivial. For soundness, we use the single most important
fact about polynomials that you should remember: they can’t have too many roots!

Theorem 1 (Fundamental theorem of algebra). Any non-zero polynomial over [F of
degree (/ has at most // roots over F.

Suppose the prover cheats and / # g. Then - is a non-zero polynomial of degree
at most /, and so it can have at most / roots over IF. Then, the probability that the verifier
picks a “bad” r such that /(r) = g(r) is at most TF]” If we pick a large enough field IF, then
this probability can be made negligibly small. O

Note that Theorem 1 can also be extended to multivariate polynomials, and is often used in
this form in cryptographic applications.

Lemma 2 (Schwartz-Zippel lemma). Let € F[Xy, ..., Xu| be a non-zero
polynomial of total degree” /. Let Q) be a finite subset of [F and let 74, ..., 7, be uni-
formly random elements of (). Then,

P =0 < —.
r[f(r Tn 0]—|Q|

“The total degree of a polynomial is the maximum of the degrees of the monomials in the polyno-
mial. The degree of a monomial is the sum of the degrees of the variables in the monomial. (e.g., the
polynomial 3X2Y3Z + 2XY? has total degree 2 + 3+ 1 = 6.)

ZeroTest. Recall that in our running Fibonacci example, we want to show that fq, (x +2) =
x) + x+1) forall x € {0,1,...,98}. This is not quite the same as an equality test,
since we only need to check the equality on a subset of points, rather than all points (i.e., for



x > 98 we don't care if the equality holds or not). We can recast this problem as showing
that the polynomial [, (X +2) — f,(X) — fa,(X + 1) is zero on the set {0,1, ...,98}.

We will abstract this slightly as this problem will re-appear in PLONK. Suppose the prover
wants to convince the verifier that a polynomial / € F[X]=" is zero on all points in some set
Q C F of size |Q)] = k < d. We now use another useful fact. Let Z,(X) = [T,cq(X — a) be
the vanishing polynomial of (). Then,

Theorem 2. f is zero on Q) if and only if f(X) is divisible by Z,(X).

As an example, let f(X) = X° —7X + 6and Q = {1,2}. We have (1) = f(2) =0, so [ is
zero on (). And indeed, we can write [ (X) = (X —1)- (X —2) (X +3).

Za(X)

So if f is indeed zero on (), then we can write [(X) = Z(X) - g(X) for some quotient
polynomial ; of degree less than «. If f is not zero on (), then no such polynomial g exists.
We can now set up our proof system in the “box” world:

X s S £(X),q(X)
Prover r % IFT J{f(”)z‘](”)
O

X acceptif f(r) =q(r) - Zao(r)

Verifier

Lemma 3. The ZeroTest protocol has perfect completeness and soundness error 2/ / | F|.

Proof of Lemma 2. Completeness is again trivial.

To argue soundness, assume | is not zero on (). Then [ (X)/Z,(X) is not a polynomial over
FF, and so the prover has to send the box another polynomial (X ) of degree /. Now consider
the polynomial f(X) — q(X) - Zn(X). This polynomial is non-zero, and has degree at most
2d. So the probability that this polynomial vanishes at a random point  is at most “F' O

Putting it all together. We now have all the building blocks we need for our Poly-IOP for
proving the value of the 100-th Fibonacci number. Our final protocol looks like this:

O t](X) _ fii (X 2\1_—[?2(1],((;_\:)#}‘1,&‘\' 1) \ /
X ----------------------- | fan(X),q(X)
Prover O, 1, 100, . 1, " ZA]A ‘[fﬁb flll f[lb 100 fill ) fl‘ib (i’ + 1‘)1,)“1'1'1‘ (r+ 2)’ (7(}’)

O accept if fhb = fhb
Foib <100 _ 354 075

fﬂb<r+2 _]Lflb fﬂb( _‘] Hz 0(1/_1)
Verifier



There is one small issue with this protocol that we glossed over: the verifier has to compute
[1:8,(r — i). This is not a succinct computation (compared to calculating 100) directly).
When we design the PLONK proof system later, we will show how to get around this by
either having this vanishing polynomial be pre-computed, or by having the vanishing poly-
nomial have some special structure that allows r) to be computed efficiently.

4 Polynomial Commitments

The protocols we defined so far were in this special “box” world where the prover can put
a bunch of polynomials in a locked box and the verifier can query them at random points.
This is more formally called a Polynomial IOP (or Poly-IOP) [CHM 20, BES20].

To turn a Poly-IOPs into a SNARG, we just need a suitable commitment scheme for polyno-
mials: a Polynomial Commitment Scheme [KZ(G10]. This lets a prover provide a short commit-
ment to a polynomial / and provide short proofs that /(x) = y for arbitrary points x.

Definition 1 (Polynomial Commitment Scheme). A polynomial commitment scheme
for polynomials in a field FF is a tuple of algorithms:

* Setup(/,A) — pp, outputs public parameters pp given a degree bound / and a
security parameter A.

* Commit(pp, /) — ¢, outputs a commitment c to a polynomial f € F[X]<".
* Open(pp, /, x) — 71, outputs a proof 7 for the evaluation y = (x).

e Verify(pp,c,x,y, ) — {0,1}, checks the proof 7t for the evaluation point (x,y)
with respect to the commitment c.

The scheme should satisfy the following properties:

Correctness. For all / € N, all polynomials / € F[X]=" and all points x € FF, we have:

PP < Setup( )
Pr |Verify(pp,c,x, f(x),7) =1 : ¢ < Commit(pp,/) | =1.
7T < Open(pp, f, x)

Evaluation Binding. For all / € IN and poly-time adversaries .A we have:
Verify(pp,c, x,y,m) =1,

. roy . pp < Setup(d)
Pr Verlfy(ppéc;éx;/]// ,7)=1, : G s ) o Alom) < negl(A) .

We won't describe any concrete construction here, but you will familiarize yourself with one
in the homework.

From a Poly-IOP to a SNARG. So coming back to our simple Fibonacci example, our final
SNARG would have the prover send commitments to and , and then provide
opening proofs for all the verifier’s queries.



Commit( /), Commit ()
O s O
X Open(ffn, 0), 0pen(fiip, 1), Open( ff1, 100) X

Prover Open(fsn,7),0pen(fa,, 7+ 1), 0pen(fsp, ¥ +2),0pen(q, 1) Verifier

Doesn’t this look like a Sigma protocol? (hint: it does!) So we can turn the entire protocol into
a non-interactive proof in the random oracle model by using the Fiat-Shamir heuristic.

5 The PLONK IOP

We’ve seen a flavor of how to prove statements using polynomials. But for now we looked
at a very specific (and not very interesting) example of computing Fibonacci numbers.

We are now going to describe a popular Poly-IOP that applies to arbitrary NP statements:
PLONK [GWC19]. When combined with a Polynomial Commitment Scheme and the Fiat
Shamir heuristic, the PLONK IOP becomes a SNARG for NP. (it is also easy to turn it zero-
knowledge, although we won’t describe this part). Depending on the choice of commitment
scheme, we get SNARGs with different properties. (e.g., with or without the need for a
“trusted setup”, with post-quantum security or not, etc.)

Arithmetic Circuits. The type of statements we’ll consider will be represented as arith-
metic circuits.

Definition 2 (Arithmetic Circuit). An arithmetic circuit C : F' — [ over a field F is
a circuit consisting of binary gates applying the operations x, + over F. (a standard
Boolean circuit is a special case where IF = Z,, and the gates correspond to AND and
XOR operations).

For clarity, we will view our arithmetic circuit as taking two different inputs: a public input

€ F" (the statement, known to the verifier) and a private witness w € F". The goal
of the prover is to convince the verifier that C(x,w) = 0, i.e., that x is in the language
L={xeF"| 3w e F":C(x,w) = 0}. Our goal is to build a succinct non-interactive proof
system for this language. Specifically, the proof string should be of length O(A, polylog(|C|))
and the verifier should run in time O(A, | x|, polylog(|C])).

5.1 From Circuits to Polynomials

Circuit traces. Given an arithmetic circuit, we can represent its execution as a circuit trace
which represents the value of each wire in the circuit at each step.



Inputs: 2 4

, Gate 0: 2 & 8
(1 X x2) X (x2 +w1) = Gate 1: 4
Gate 2: 8 56

Left Right Out

Representing circuit traces as polynomials. Let |C| be the total number of gates in the cir-
cuit C, and let |I| = |I;| + |I»| be the number of inputs to C. Let / = 3|C| + |I| be the polyno-
mial degree (in our example above, we have d = 12). Define a set Q) = {1, w, w2 ..., w ’1}
where w € Fis a root of unity in IF (i.e., w" = 1).

The prover then interpolates a polynomial fiace € F[X]= that encodes all inputs and

wires:
1. firace encodes all inputs: fir.cc(w /) = input #j forj=1,...,|I].
2. firace encodes all wires: Foralll =0,...,|C| — 1:
o ftrace(w3[ ) = left input to gate #I
* fiace(w?*1) = right input to gate #!
* fiace(w??) = output of gate #!

In our example above, fiace has degree 11:

Inputs:  firace(W ') =2 firace(w ?) =4 firace(w ) =
Gate O: ftrace( 0) = 2 ftrace(“’l) = ftrace((“2> =3
Gate 1: ftrace( 2) =4 ftrace( ) — ftrace( ) -
Gate2:  firace(w®) =8  firace(w’) = firace(w®) =

5.2 Verifying The Circuit Trace

So now the prover puts the trace polynomial fi;.cc in @ box and lets the verifier evaluate firace
on arbitrary points. What should the verifier check to ensure that the proof is correct?

1. The output of the last gate is 0

2. firace encodes the correct public inputs
3. Every gate is evaluated correctly

4. The wiring is implemented correctly

We won’t cover all of these in detail, but the idea is that the verifier will check all of these
properties by querying the polynomial on appropriate points.

(1) Checking the output. The verifier simply checks that frrace (@W? ‘C‘_l) =0.



(2) Checking the inputs. The verifier builds a polynomial f;,,(X) € IF[X]=I"| that encodes
the public inputs x to the circuit: for j =1,..., |L|: fin(w™/) = x;.

The prover then proves to the verifier that fiace(¥) — fin(x) = 0, Vx € Qf = {w™ | j =
1,...,|Ic|}. This is an instance of the ZeroTest problem!3 So the prover puts firace and
frace — fin in the box. The verifier can first check that these oracles are consistent (i.e., they
correspond to the same trace firace) by querying both polynomials on a random point , and
testing that the results differ by fi,,(r) (which the verifier can calculate locally). Then, we
do the ZeroTest IOP on fiace — fin over )1. Here, the special structure of the set () becomes
crucial: it turns out that Zn(X) := X" — 1, which can be evaluated in time O(log /) using
repeated squaring (the polynomial Zn, has a similar structure). As a result, computing the
vanishing polynomial is not a bottleneck for the verifier.

(3) Checking the evaluation. We need to check that the addition and multiplication gates
are actually evaluated correctly. That is, we need to check that ftmce(wz) = ftmce(wo) X

ftrace(wl)/ftrace( = ftrace(wz) + ftrace( )/ etc.

The idea here is to build a selector polynomial f.., that encodes the type (x or +) of each gate.
Formally:

Define € F[X]=" such thatVl =0,...,|C| —1:

31 0 if gate [ is a multiplication gate
1 if gate [ is an addition gate

In our running example, we would have:

Gate0 (w%): 2 4 8]0 (x)
Gatel (w®): 4 3 7|1 (4)
Gate 2 (w®): 8 7 0 (x)
Then, we want to check that:
Vx € antes = {wol (Ug, 606, (4)9,..., w3(\C|71)} 2
X)X [ftrace(x> +ftrace(wx)] + (1 - X ) X [ftrace(x) X ftrace(wx>] - ftrace(w2x> .
———— S — ——
Left input Right input Left input Right input Output

We can do this with a ZeroTest over ()gates for the polynomial:
fgates(X> = : [ftrace(X) +ftrace(wx)] + (1 - ) 'ftrace(X) 'ftrace(WX) _ftrace(wzx)

One important thing to note though, is that /.., has degree O(|C|) and so the verifier cannot
even build this polynomial if we want the proof to be succinct. The nice observation here
is that only depends on the circuit C, and not on the specific instance x or witness w.

3Why doesn’t the verifier just query firace on all points in ();? While this would be sound, it would ulti-
mately result in a SNARG that doesn’t satisfy our definition of succinctness, as the proof would grow linearly
with the size of the public input x. But we want the proof size to be O(A, polylog|C|), independent of x. The
verifier’s running time is allowed to grow with x, but not the proof size.
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So if we are going to re-use the circuit C many times, we can do a one-time expensive pre-
processing step to compute /.., and commit to it. This commitment then becomes part of the
public parameters of the scheme.

(4) Checking the wiring. Note that the polynomial f;,cc contains some redundancy. Specif-
ically, the inputs (which are encoded in the points ()j) are also left or right inputs of some
gates. Then, the output of each gate (except the last) is also an input to another gate. The
verifier thus has to check these consistency constraints.

In our running example, this corresponds to checking:
o InPU-tS: ftrace(w_l) = ftrace(wo)/ ftrace (“’72) = ftrace(wl) = ftrace(“’3)

* Gate outputs: ftrace( ) = ftrace( )/ ftrace( ) = ftrace( )

We won't describe the Poly-IOP that checks this property here. The idea is basically to prove
that firace(X) = frrace(frot(X)), VX € Q where f.; : QO — Q is a rotation polynomial that de-
pends only on the circuit’s wiring. This polynomial is also committed to in a preprocessing
phase.

6 A PLONK SNARG

So what does our final SNARG look like, when we combine the PLONK IOP with a polyno-
mial commitment scheme?

(Universal) setup. We run the setup of the polynomial commitment scheme to get pp. This
setup is universal, in that it does not depend on the specific circuit C being used (as long as
we have a bound on the size of the circuits we may want to make proofs for).

Circuit-specific preprocessing. We compute the polynomials and f,,r, commit to them,
and add the commitments to the public parameters. This preprocessing takes time O(|C|).

Proof. The prover runs the circuit C(x, w) on the public input x and witness w. Then:

1. The prover computes the trace polynomial fi;ace and commits to it. The verifier queries
it at w3/°/~1 to check the circuit is satisfied.

2. The prover and verifier compute the input polynomial f;,,. The prover commits to
ftrace — fin and to the quotient polynomial for the ZeroTest. The verifier queries these
polynomials on random points.

3. The prover computes the quotient polynomial of fg,tes(X) to perform a ZeroTest over
Qgates- The verifier queries the committed polynomials (f..i, firace and the quotient) to
do the ZeroTest.

4. The prover and the verifier do another Poly-IOP (not covered here) to check that firace
is consistent with the committed rotation polynomial f,.: (this ultimately also reduces
to a ZeroTest).

In this protocol, all the verifier’s queries are randomly sampled from IF, and so we can apply
Fiat-Shamir to turn the whole thing non-interactive!

11
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