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Recap

We started our discussion of data privacy by showing how things could go very, very wrong:
if we answer too many queries too precisely, an adversary can reconstruct a huge chunk of the
database. .. We definitely didn’t want that, and so we introduced a formal notion of privacy,
differential privacy, and showed how to achieve it by appropriately perturbing our queries.
We now have a way to answer queries while defeating these reconstruction attacks.

1 From Reconstruction Attacks to Distinguishing Attacks

What type of attacks does DP actually protect against? As you’ll see in the homework, if
all that we care about is to make blatant reconstruction attacks infeasible, then we don’t
really need DP. At the same time, you’'ll also show that it’s possible to defeat reconstruction
attacks while still not being “private” at all. This motivates us to consider weaker attacks than
reconstruction attacks, that capture the protections offered by DP more accurately.

A detour through cryptography. Consider how we define privacy in cryptography. In
many cases, the privacy definition is directly linked to an attack. For example, we can define
security of encryption schemes by saying that no adversary can distinguish the ciphertexts
of two messages (i.e., IND-CPA security).

Notice that this is not a reconstruction attack. We could have also defined security of an
encryption scheme by asking for plaintext recovery attacks to be infeasible. But this is not
strong enough.' Instead, we define privacy in terms of a distinguishing attack: an attack
cannot even recover a single bit of the plaintext to distinguish it from another plaintext.

E.g., consider a scheme that encrypts half of the bits of the plaintext with a one-time-pad, and leaves the
rest in the clear. Full plaintext recovery is impossible, but the scheme is clearly insecure. This is somewhat
analogous to the sampling mechanism we considered above, which defeats reconstruction attacks, but doesn’t
help privacy.



Differential privacy as hardness of inferring membership. What would an analogous
attack look like for differential privacy? The definition of differential privacy does not di-
rectly refer to an adversary, or to an attack—primarily because it is an information-theoretic
notion.

But differential privacy does have an indistinguishability flavor: it says that the distribution
of outputs of the mechanism on database D is close to the distribution of outputs on a neigh-
boring database '. Informally speaking, this is equivalent to saying that no adversary (in
this case even a computationally unbounded one) can easily distinguish whether some out-
put was generated by the mechanism on D) or on D’. And since D and D’ only differ in one
entry” (say the presence of some individual ), this is equivalent to saying that no adversary
can distinguish whether x was in the database or not. This is what we call a membership
inference attack.
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2 Membership Inference Attacks

Membership inference attacks were originally introduced in an influential empirical paper
by Homer et al. [FISR"08], which showed that it may be possible to infer an individual’s
presence in a medical study from aggregate genetic statistics. These attacks were later used
to derive formal upper bounds on differential privacy [BUV14, DSS"15], in settings where
reconstruction attacks do not yield tight bounds. In recent years, membership inference
attacks have seen a lot of study in machine learning [SS5517, CCN *22], where they serve as
an empirical test for privacy leakage [JUO20, NST " 21].

The membership inference game. We can setup the problem of membership inference as
a game between an adversary and a challenger. In its strictest form, the game might look
like this: the adversary chooses a database [ and a data point x, and the challenger runs
a mechanism M (e.g., a machine learning training algorithm) on one of two neighboring
databases D or D U {x}. The adversary then tries to guess which database the mechanism
was run on.

2We consider here the definition of neighboring databases where the two databases differ in the presence
of a single individual x. So D and D’ have different size (i.e., | D' | = | D | 4+ 1).



Membership Inference Game

Adversary Challenger
: = D,D; = DU{x}

M(Dy) b <% {0,1}

output /' € {0,1}

Adversary wins if /" = b

This is a “worst-case” variant of the game, where the adversary freely gets to choose both
the database and the target data point. There are many weaker variants of this game in the
research literature, where the database might instead by sampled from some distribution,
and the target data point might also be randomly sampled from this distribution.

As we will see, the worst-case variant is very closely tied to the definition of differential
privacy. For the distributional variants, it is a bit harder to characterize what privacy notion
is captured, but they are useful nonetheless.

Success metrics. How should we measure the success of an adversary in the membership
inference game? This is actually a bit subtle, and one of the reasons why the research litera-
ture on membership inference attacks has considered so many different variants.

As a first attempt, we might take inspiration from cryptography and define the advantage
of the adversary as
Advy(A) = |Pr[t) =b] —1/2].

This is how we would measure the success of the adversary in a typical cryptographic game,
e.g., an IND-CPA game. In cryptography, such a success metric is enough, because we
typically want this to be negligibly small.

But in our setting there, the adversary’s advantage must always be non-negligible if we want
the mechanism M to be useful (can you see why?). And so a more granular analysis of the
attacker’s success rate can be useful.

One way is to take a closer look at the attacker’s “confusion matrix”, i.e., the rates at which
the adversary guesses correctly or incorrectly whether the mechanism used the target data
point x or not. Define

TPR = Pr[l) = 1| b = 1] TNR = Pr[) = 0| b = 0]
FPR=Pr[l' =1|b=0] FNR =Pr[l) =0|b=1]

as the true positive rate, true negative rate, false positive rate, and false negative rate, respec-
tively (i.e., the probability that the adversary guesses correctly /incorrectly that x is/isn’t a
member of the database).

It is then also natural to measure the success of the adversary in the membership inference
game via some comparison of the attack’s positive and negative rates at predicting member-
ship (or non-membership). It turns out that this view is directly connected to the definition
of differential privacy (here we consider two databases ) and D’ as neighboring if they
differ by addition or removal of a single point x):



Theorem 1 ([KOV15]). Lete > 0 and ¢ € [0,1]. A mechanism M is (¢, 6)-DP if and only
if for all adversaries in the membership inference game,

e -FNR > TNR -6 and
¢t - FPR > TPR — § 1)

So a mechanism being DP provides much stronger guarantees than just against data re-
construction attacks. It says that any adversary that tries to distinguish the presence or
absence of one individual in the database will necessarily make true and false inferences
with roughly the same probability.

Proof. We first prove that (¢, J)-differential privacy implies eq. (1). We'll assume here for

simplicity that the attacker is deterministic. Let S be the set of outputs of M for which the

attacker outputs /' = 0. From the definition of differential privacy, we know that:
Pr[M(Dy) € S] <eé°-Pr[M(D;) € S]+9.

TNR FNR

This is the first inequality in (1). The second one follows similarly by considering the com-
plement set S for which the attacker outputs /' = 1.

For the converse statement, assume that for any choice of set S, if the attacker outputs /" = 0
whenever the mechanism output is in S we get that eq. (1) holds. This implies that for all S,
we have

PI‘[M(D()) € S] <e- PI‘[M(Dl) € S] 4.

If we instead consider sets S that make the attacker output /' = 1, we get
Pr[M(Dq) € S] <e°-Pr[M(Dy) € S]+9.

Together, these imply (¢, ¢)-differential privacy. O

Corollary 1. A mechanism M is (g, ¢)-DP if and only if for all adversaries in the mem-
bership inference game,

TNR — 6 TPR —
eEZmax( N J 6)

FNR ~ FPR

So, for example, if an attacker has a TPR of 90% and an FPR of 1% (i.e., the attacker can cor-
rectly infer membership with 90% probability, and falsely accuses someone of membership
with only 1% probability), then the mechanism is (at best) DP for ¢ = In90 ~ 4.5. If the best
attack is much weaker, and only achieves 5% TPR and 1% FPR, then the mechanism is e-DP
fore > In5~ 1.6.

Interpreting membership inference. How should we “think” about membership infer-
ence? On one hand, we can view it as a concrete attack that an adversary might try to
mount against a system. This is how it was originally motivated in the context of genomic
data [FHHSR " 08], where an attacker might be able to determine that your genetic data was
used in a study of some sensitive condition, say, a rare disease.

But this is a rather weak attack with a very strong pre-condition: we assume that the attacker
already knows all your genetic data, and just needs to learn one extra bit of information,

4



namely whether you have a specific disease or not. From a privacy standpoint, the fact that
the attacker already knows all your genetic data is maybe the bigger issue.

So I tend to not think of membership inference as a concrete attack, but rather as a way to
lower-bound the privacy of a system. That is, if we can show that a membership inference
attack is successful, then we know there is something wrong with the system'’s privacy, even
if the distinguishing attack itself is not that worrisome. This is a bit like a chosen cipher-
text attack in cryptography: the ability to distinguish two plaintexts from their encryptions
might not be a very strong attack in itself (although it can sometimes be used to mount much
stronger key- or plaintext-recovery attacks); however, the fact that it is possible in the first
place tells us that the encryption scheme is not good.

As we will see in this lecture and the next, this interpretation of membership inference can be
very useful both in theory (to derive lower-bounds for differentially private mechanisms),
and in practice (to empirically audit or debug privacy-preserving systems).

3 DP Lower-bounds from Membership Inference Attacks

We'll first show how to use membership inference attacks to prove lower-bounds on how
many counting queries we can answer with the Gaussian mechanism.

Recall that our analysis of the Gaussian mechanism from lecture 10 showed that if we add
noise of standard deviation « = O(v/k/n) to each query, then we get DP with ¢ = O(1). We
now show that this is also necessary: if we add slightly less noise, the mechanism does not
satisfy DP with a constant ¢ (and 6 = 0(1)).

Theorem 2. Let M be a Gaussian mechanism for computing the mean of a database
= {¥1,...,%,} of n vectors from the domain {0,1}*. L.e.,

M(D) = 1Y 5+ N(B,0 - Ty)

=

Assume o = 0o(v/k/1) and 6 = 0(1). Then this mechanism is not (O(1),5)-DP.

Proof. We're going to build a membership inference attack against this mechanism. Since
the adversary gets to pick the database [D and the target ¥, let’s consider the absolute worst
case, where the adversary picks D to be the all-zero database, and x to be the all-one vector.

Our attack now proceeds as follows:
1. The adversary sends D and ¥ to the challenger, and receives ij = M(D),).
2. The attacker computes the test statistic z = (i, X).
3. The attacker outputs 1 if z > 7 and 0 otherwise, for some threshold 7 to be chosen later.

Intuitively, the attacker tries to build a statistic z that takes on very different values depend-
ing on whether the mechanism was run on D or ;. Note that if ' is not in the database,
then the output of M is only noise, and so z is just the sum of k independent Gaussians
N (0,07). And if ¥ is in the database, then this sum of Gaussians is shifted by k/n (i.e., the



value of (¥, ¥/n)). That is, we have:
k
Y N(0,07) = N(0,kc”) ifhb=0

k
Y N /n,07)=N(k/nko) ifb=1

i=1

Here’s how this would roughly look like:

[—r=o0 :
—b=1

?

FPR

Let’s now fix a threshold 7 = k/7n. We want to show that the attack can achieve high TPR at
low FPR. So we’ll lower-bound the TPR and upper-bound the FPR.

Computing the TPR is easy. By symmetry of the Gaussian, we have:
TPR =Prlz > 7 | b =1] = Pr[N(k/n, ko) > k/n] =1/2.

To upper-bound the FPR, we’ll use a standard tail-bound on the Gaussian.

Let X ~ N(0,0°) and t > 0. Then:

Pr[X > t] < exp(—t>/207)

So we get:

FPR =Pr[z >t | b =0] = Pr[N(0,ko~) > k/n]

("/)

where we used that o = (\f /1)

Using Corollary 1, we can now conclude that the mechanism’s privacy budget ¢ is at least:

e>In (%) —In (%) — w(1),

i.e., the mechanism is not DP for any constant ¢. O

So we have shown that to answer k counting queries with the Gaussian mechanism, if we
want a constant privacy budget ¢, we need = Q(v/k/n), and thus error Q(v/'k/n) per
query. Using more involved arguments based on membership inference, one can show that
this lower-bound applies to any mechanism that answers k counting queries, not just the
Gaussian mechanism [BUV 14, DSS™15].



4 Deep Neural Networks

A neural network f, : X — [0,1]€ is a function that maps some input data sample x € X to
a C-class probability distribution; we let f,(x), denote the probability of class .

A (standard feedforward) neural network is a composition of linear transformations and
nonlinearities, with the outputs of the last layer passed through a softmax function o to obtain
a probability distribution. That is:

fe) =0 fioofilx)), @
zp(x)

where each f; consists of a learned linear transformation followed by a fixed nonlinearity,
and zy : X — RC returns the final logits followed by the softmax:

e“1 e*c 3
7z) = [Ziezf""’&ezl} ®
Neural networks are trained via gradient descent to minimize some loss function :
9t+1 — 91’ - 77 Z VQE(QIL/ ’ ) (4)
(x,y)€B

Here, B is a batch of random training examples from the training set D, and 7 is the learning
rate, a small constant. For classification tasks, the most common loss function is the cross-

entropy loss:
(0, x,y) = —log(fo(x)y) - (5)

Overfitting. Since we train machine learning models to minimize the loss function over the
training data too well, and have much lower loss on the training data than on the general
population (i.e., the empirical risk £ (6) is much lower than the population risk £(6)). This
is typically referred to as overfitting.
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Figure 1: Deep neural networks tend to overfit to the training data. The training loss (in
blue) typically decreases faster than the test loss (in orange).

Overfitting relates to privacy in that it reveals whether the trained model has memorized
some features of the training data that do not generalize to the general population. But
some presence of overfitting does not necessarily imply that individual data points are at
risk of being leaked. All it tells us is that the model has memorized some aspects of the
training data on average.



5 Membership Inference Attacks Against Neural Networks

Suppose we play the membership inference game where the mechanism M trains and re-
turns a neural network model f, on some training data . What strategies could the ad-
versary use to infer whether the model was trained on D or [ (i.e., whether x was in the
training data or not)?

One option could be to look at the learned parameters 6 and see if they somehow encode
some information about x. We’ll get back to this idea later (it’s in fact surprisingly hard to do
this). Instead, we could just look at the model’s output on x—in particular, the model’s loss
0(60,x,y). This is called as black-box attack because we only need query access to the trained
model.

The intuition behind using the model’s loss as a membership indicator is that we expect the
loss to be lower for data points in the training data, on average, due to overfitting:

I members
non-members

frequency

loss

Figure 2: Histogram of the loss of a neural network trained on CIFAR-10, for samples from
the training set (in red) and from the test set (in blue).

5.1 A Simple Attack: Global Loss Thresholding

The earliest membership inference attacks against machine learning models were directly in-
spired by the (average-case) overfitting phenomenon shown above [SS5517, YGFJ18]. Since
L () < L£(0), we can set some threshold 7 on the loss ¢ and declare any point x to be a
member if its loss is below the threshold:

1 if4(0,x,y) <
0 otherwise

Aglobal(GI X 1/) = {

However, it turns out that this is not a very good attack. For example, if we look at the
histogram of losses above in Figure 2, we can see that there is no threshold that would let us
confidently infer that any sample is a member.”

But this is when we consider the attack’s performance on average across all samples. What
we’d rather want is an attack tailored to each individual sample that we want to attack. But
here, a global threshold won’t do the trick.

3Note that we can however confidently infer that the sample is 0t a member if its loss is high enough.
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5.2 The Need for Difficulty Calibration

The reason that a global thresholds on the loss gives a poor attack is that not all samples are
equally hard to learn. This is illustrated in Figure 3 below. We train a large number of models
on random subsets of CIFAR-10, and measure the loss of each model on four different points.
For each of the four images, we then plot the loss values for models that were trained on that
image (in red) and models that were not trained on that image (in blue).

member non-member

200 - T - -
easy to fit / inlier easy to fit / outlier

bird do
G R
O‘J“l T T

200 - . - -
hard to fit / inlier hard to fit / outl‘ler
airplane truck
100 ’ .
L
_L

0 - = T T T -
1075 100 1072 10°

Figure 3: Not all samples are equally hard (figure copied from [CCN"22]). For four samples
from CIFAR-10, we plot a histogram of a model’s loss on that sample when it was in the
training set (in red) and when it was not (in blue). Only outliers are easy to infer membership
for. The losses of different samples can also be on very different scales, depending on how
hard they are to learn.

These images were chosen to showcase some extreme behaviors:

* The bird on the top left is a prototypical “inlier” (i.e., a point that is typical of the train-
ing data; there are many similar birds in the CIFAR-10 dataset). For such points, the
model generalizes well, and so the loss is essentially the same whether the model was
trained on this specific image or not.

e However, some inliers are still “harder” to learn than others. The airplane on the bot-
tom left is also an inlier (i.e., it's presence in the training data has little influence on the
model’s loss), but it belongs to a category of images that are harder to learn than the
top-left bird.

* The dog on the top right is an outlier (i.e., other dogs in the dataset are typically not as
dark). Models that are not trained on this image tend to misclassify it and get very high
loss. But when a model is trained on this image, it usually memorizes its label and gets
low loss.

* The truck on the bottom right is also an outlier, but this one is harder for the model to
memorize; even if the model was trained on the truck, its loss is still rather high.

From the figure, it’s clear that a single global threshold 7 will not work well in distinguishing
members from non-members for all data points.



5.3 A Stronger Attack: Per-Sample Likelihood Ratios

A better attack strategy would be to set a different threshold on the loss ¢ for each data point
x. But still, this would be somehow crude because there is no way for the attack to express
its uncertainty over whether a point is a member or not. For example, if you set a threshold
of 7 for the loss ¢ of some point x, and you observe a loss of 1.017, you should intuitively be
more uncertain about whether x is a member or not than if you observed a loss of 1007.

This leads us to the optimal way of formulating the membership inference attack as a likeli-

hood ratio test. Define the null hypothesis Hj that x is not a member of the training data, and

the alternative hypothesis H, that it is a member. Further let View = M(D);) be the output of

the mechanism that the adversary gets to see. The likelihood ratio test then compares the

ratio of the likelihoods of the null and alternative hypotheses, given the observed data
Pr[View | Hy]

A(View) = W ’ (6)

and rejects the null hypothesis if A(View) < 7 for some threshold

The Neyman-Pearson lemma tells us that this likelihood ratio test is the most powerful test
for distinguishing between the null and alternative hypotheses, at any given false positive
rate [N]P33]!

Now it remains to actually compute the likelihoods Pr[View | Hy] and Pr[View | /1;]. We
don’t know of any way to do this in closed form, since the probability here is taken over
the entire process of training a deep neural network. Instead, we could aim to estimate the
likelihoods empirically. We describe here the approach of [CCN "22], but there are others
with slightly different assumptions (e.g., [YMM ™ 22]).

First, let’s again consider that we are in a black-box setting where the adversary just observes
the loss for some target ¥ and some label y, i.e.,, View = £(6,x,7). So we now want to
estimate

Pr[£(6, v, ) | Hy) %

To do this, [CCN"22] suggest to train multiple “IN” and “OUT” models that mimic the
membership inference game. That is, the attacker samples some training data D, from the
distribution P and then trains a model f n on D, U {x} and a model fgour on D After
repeating this process N times (for the same target x), we get 2N loss samples:

Loss;y = {g(g %, 1) D,y ~P }

0 < M(D, U{x})

DMH\‘ ~ P }

Lossoyt = {E(GOUT’ X }/) ) eOUT M(D //»)

These loss values are what we previously showed in Figure 3. The final step in the attack
from [CCN"22] is to fit a Gaussian distribution to both of these sets of loss samples, so
that we can estimate the probability in eq. (7) even when it is very small (and thus esti-
mate the attack’s TPR for very small FPR). Then, given these distributions N (j/, 07:,) and

N (uour, (TéUT), the final likelihood ratio test is given by

[£ | Ho] _ N (nour, %8ur) (4)
1 H] N o) (€)

All) = o ®
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The performance of this attack on CIFAR-10 is shown in Figure 4. Here, we show the attack’s
TPR at a fixed FPR of 0.1%, for each of the 50’000 samples in CIFAR-10. We can see that a
small number of samples are incredibly vulnerable to membership inference, with the attack
reaching a TPR of almost 100% for some samples. The majority of samples, however, are
very hard to infer membership for. The attack achieves at best a few percent of TPR for most
samples.

99.9% -

TPR®@0.1% FPR

4.0% - :
-1 T I I |

10000 20000 30000 40000 50000
Sample index (sorted)

Figure 4: Performance of the Likelihood Ratio Attack (LiRA) of [CCN "22] (figure copied
from [AZT24]). For each of the 50’000 samples in CIFAR-10, we plot the attack’s TPR at a
tixed FPR of 0.1% (sorted by TPR).

This is illustrative of how privacy is a worst-case notion: while most of the data samples
might be safe, a successful privacy enhancing technology should protect all data samples
from attack, even samples that are highly unusual (maybe those are the ones that are most
important to protect...).

Training a model with differential privacy (e.g., with DP-SGD) would indeed prevent mem-
bership inference attacks for all data points, if the privacy budget ¢ is set appropriately.

6 Auditing Private Learning with Membership Inference

Recall Corollary 1 which lower bounds the privacy parameter ¢ of a mechanism in terms of
the attack’s TPR and FPR.

One way we can use this result is to select parameters (¢, §) so that we get formal guarantees
on the performance of any membership inference attack. For example, to ensure that no
attack can reach a TPR of 99% at a FPR below 1%, we should set ¢ < 1n99 ~ 4.59.

But we can also apply this result in the other direction: given some empirical evaluation of
a membership inference attack, we can use it to lower-bound the privacy parameters (¢, )
that a mechanism satisfies. There are many applications of this in the literature, which we
discuss below.

6.1 Debugging DP-SGD Implementations

As with any security mechanism, private training algorithms such as DP-SGD might not
actually provide the formal guarantees given by the privacy analysis. This could be due to
bugs in the implementation, or due to flaws in the privacy analysis itself. That is, even if we
have a purported proof that our DP-SGD algorithm satisfies, say (1,10%)-DP, it is possible
that the actual privacy loss is much higher in practice.
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Membership inference attacks are a way to empirically evaluate the privacy of a mechanism.
If a mechanism claims ¢ privacy, and yet we can build a membership inference attack that
achieves TPR/FPR > ef, then we have evidence that there is a bug somewhere.

As an example, in [TTS"22] we looked at a proposed variant of DP-SGD that claimed very
strong privacy guarantees. We then ran this mechanism M many times on two datasets
and D U {x}, and estimated the TPR and FPR of the LiRA attack of [CCN"22]. While the
mechanism claimed ¢ ~ 0.2 privacy, we found that the actual privacy budget was at least
¢/ > 2.7. This was due to a bug in the implementation of the mechanism, which caused the
added noise to be divided by the batch size .

6.2 Understanding the Tightness of the DP-SGD Analysis

Recall the privacy analysis of the DP-SGD algorithm which we sketched in lecture 11. This
analysis is known to be tight in a somewhat contrived worst-case setting, where the follow-
ing conditions are met:

1. All examples in D have gradients that are zero (i.e, ¢; = 0) while the target sample
has a (clipped) gradient of the form g(x) = [C,0,...,0]. (with slightly more generality,
we can also make the weaker assumption that all samples have gradients orthogonal to
the gradient of x).

2. The attacker gets to observe all intermediate learning steps 0y, . . ., 0.

It is an open question whether these conditions are necessary for the DP-SGD analysis to be
tight. The latter assumption, in particular, is quite unrealistic: in practice, the attacker would
typically only get to see the final trained model 67, and not any intermediate steps.

Once we relax these assumptions, our best membership inference attacks yield lower-bounds
on the privacy parameter ¢ that don’t match the upper-bounds given by the DP-SGD analy-
sis [JUO20, NST"21]. And so this begs the question: are our attacks not strong enough, or is
the DP-SGD analysis too conservative in these settings?

This is an active area of research. It is known that in convex settings, releasing only the final
model 61 can provide better privacy guarantees than releasing all intermediate steps [FMTT18].
But it remains unclear whether a similar result holds for non-convex settings, such as train-
ing deep neural networks.

6.3 Empirical Evaluation of Heuristic Privacy Defenses

Since the DP-SGD analysis might be overly pessimistic, some researchers have also pro-
posed heuristic privacy defenses for training deep neural networks. These defenses do not
have any formal privacy guarantees, and so the only way to evaluate them is via empirical
membership inference attacks.

This can be tricky though. In recent work, we showed that a number of heuristic de-
fenses against membership inference attacks are in fact not effective when evaluated prop-
erly [AZT24].
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7 Open Problem: White-box Membership Inference

The attacks we have discussed so far are all black-box attacks, since the adversary only relies
on observing the model’s output on some target point x, and not any of the actual learned
parameters 6.

Intuitively, we would expect a white-box attack to be much stronger, since the adversary
has access to a lot more information about the learned model. Some works leveraged this
additional information to build attacks that beat the naive global loss thresholding attack
from Section 5.1 [NSH19].

Yet, we now know that these attacks were not particularly strong to begin with, and that
per-sample likelihood ratio attacks from Section 5.3 are in fact a lot stronger. It is an open
question whether white-box access to the model’s parameters could help us build a stronger
likelihood ratio test. The idea here would be to estimate the probabilities

Pr[6 | Hy| )

but we don’t know how to do this for multiple reasons. First, the parameters 6 are high-
dimensional, and so empirical estimation might require training millions of models. And
even if we did that, the problem is that every time we train a new model, the ordering of the
parameters might completely change (neural networks contain a number of symmetries, e.g.,
permuting all weights in one layer and applying the inverse permutation to the next layer
yields an equivalent model). And so even if we had millions of samples of the parameters 6,
for models trained both with and without the target sample x, it is not obvious how to use
these to estimate the likelihoods in eq. (9).

If you have any ideas about how to approach this problem, please let me know! This
is a fascinating open research problem, and thus a great place to end this course. As
mentioned in the first lecture, this might be your first and last class on privacy enhancing
technologies, so now’s the time to go out there and apply what you learned! I hope you
enjoyed the ride and got a flavor of the amazing results and open research questions in
this area.
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