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AGENDA

1. Formalizing (non-private) learning

2. Private learning in the convex setting

3. Private deep learning

Recap

In the past lectures, we looked at differentially private computations of simple statistics
such as means, where we considered the non-noisy answer computed over the dataset as
the “ground truth”. But in many settings, this isn’t actually what we care about.

For example, if we want to know if smoking causes cancer, we don’t care just about the
correlation between these variables in some fixed dataset of patients. Instead, we want to
know if smoking causes cancer for the general population. That is, we want to build some
predictive model that will generalize to new data.

For simple statistics such as means, this generalization is quite straightforward: if we sample
a dataset D of size n i.i.d.1 from some underlying distribution P , then the empirical mean
x̄ = 1

n ∑n
i=1 xi differs from the true mean µ = EP [X] by a factor O(1/

√
n) in expectation.

Note that this “sampling error” is asymptotically larger than the noise we need to add to
ensure differential privacy of the mean (recall that this was O(1/n)). So we can effectively
get privacy “for free” (asymptotically at least).

What if we want to build more complex models of some distribution P? This is the setting
of machine learning.

1 Machine Learning and Empirical Risk Minimization

We formalize the problem of learning a model from data as follows. We have some distribu-
tion P over inputs X with labels Y . We want to learn a model f θ : X → Y that will generalize
to new data. Here, you can think of θ ∈ Rd as the parameters of the model, e.g., the weights
of a linear model w⊤x + b, or of a more complex neural network.

We formalize the notion of “generalization” via a loss function ℓ(θ, x, y) that measures the
error of a model f θ on a pair (x, y). As an example, you can think of ℓ as the standard
classification loss, ℓ(θ, x, y) = 1{ f θ(x) ̸= y} ∈ {0, 1}. We then define the risk L(θ) of a
model as the expected loss over the distribution P :

L(θ) = E(x,y)∼P [ℓ(θ, x, y)] . (1)

1i.i.d. stands for independent and identically distributed. This means that each sample xi is drawn inde-
pendently from the same distribution P .
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Assume we sample i.i.d. pairs (x, y) ∼ P from the distribution to build a training set D =

{(xi, yi)}n
i=1 of size n. The empirical risk L̂D(θ) of the model on the dataset D is then the

average loss over the training set:

L̂D(θ) =
1
n

n

∑
i=1

ℓ(θ, xi, yi) (2)

A common approach to learning a model is to minimize the empirical risk, i.e., to find pa-
rameters θ ∈ Θ that minimize L̂D(θ). This is known as empirical risk minimization (ERM).

θ∗ = arg min
θ∈Θ
L̂D(θ) (3)

Given a model θ∗ optimized over the training set D, we can then evaluate its risk on the
underlying distribution P (typically by sampling a new test dataset i.i.d. from P). The risk
computed over the training set will usually underestimate the true population risk. This is
known as overfitting, and measured by the generalization gap:

|L(θ∗)− L̂D(θ
∗)| (4)

A standard way to minimize overfitting is to use a regularizer that penalizes complex models,
such as an ℓ2 regularizer that adds a term ∥θ∥2

2 to the loss.

2 Why Private Learning?

As we saw previously, when computing (many) simple statistics such as sums, it is possible
to blatantly reconstruct large parts of the data. While machine learning models are obviously
much more complex, similar risks can arise, since the parameters of the model ultimately
depend on the training data.

Sometimes, this is very explicit: for example, a Support Vector Machine (SVM) is defined
by its support vectors, which are individual data points. So the parameters of such a model
explicitly leak some training data. Deep neural networks are much more complicated, but
still leak very clear information about their training data. For example, as we’ll see in a
future lecture, it is often possible to infer whether a particular data point was used to train
a model or not [SSSS17]—a violation of differential privacy. Worse, deep neural networks
that generate data (e.g., ChatGPT or your favorite AI image generator) sometimes leak entire
training samples [CTW+21]. See e.g., the image in Figure 1 that we generated using Stable
Diffusion.

2



Training Set Generated Image

Caption: Living in the light 
with Ann Graham Lotz

Prompt: 
Ann Graham Lotz

Figure 1: An image generated by Stable Diffusion [CHN+23], and the original from the
model’s training set.

3 Private Learning in the Convex Setting

There are multiple ways to make a learning algorithm differentially private, which differ
in how they introduce noise. We will cover three approaches: output perturbation, objective
perturbation, and gradient perturbation. An illustrative summary is in Figure 2.

The first two are mostly of theoretical interest, as they apply to models f θ that satisfy very
strong regularity conditions (e.g., convexity, Lipshitz continuity, etc.) We won’t explain these
terms in detail, they essentially mean that our optimization problem is “nice”: e.g., it has a
single global minimum θ∗, and small changes in the parameters have a bounded influence
on the loss. It suffices to know that simple models such as linear and logistic regression
satisfy these conditions, and that deep neural networks do not.

Output perturbation. The simplest way to get a differentially private learning algorithm
is to compute the sensitivity of ERM, i.e., of the function arg minθ L̂D(θ), and then add noise
to the output. This is known as output perturbation [CMS11].

Computing this sensitivity is not easy in general. But if the loss function has some strong
regularity properties (which hold if the model f θ is not too complex), then we can bound
the sensitivity by a nice closed-form, and immediately get a differentially private algorithm
by adding Gaussian noise of appropriate scale to the output of the ERM algorithm.

Objective perturbation. This approach is a bit more unusual: it perturbs the objective
function that we optimize. Instead of solving the exact (regularized) ERM problem, we add
a random term b⊤θ to the optimization objective, where b is sampled from a Gaussian distri-
bution. One can then show that under suitable assumptions on the loss function, optimizing
this objective with standard ERM is differentially private [CMS11].

Gradient perturbation. One of the most versatile approaches for differentially private
learning is to focus on a specific optimization algorithm, namely gradient descent.

We show the general form of this algorithm in Algorithm 1. In each step, we compute the
gradient over the entire training set, and then take a step of size η in the direction of the
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Algorithm 1: Private Projected Gradient Descent [BST14, SCS13]

θ0 ←$ Θ // arbitrary initialization

for t = 0, . . . , T − 1 do

g← ∇θtL̂D(θt) =
1
n ∑n

i=1∇θtℓ(θt, xi, yi) // compute gradient

θt+1 ← θt − η
(

g + N (0, σ2 Id×d)
)

// update parameters

θt+1 ← ΠΘ(θt+1) // project onto set Θ

negative gradient of the loss. This amounts to minimizing the empirical risk. In convex
settings, we then further project the parameters back onto some set Θ.

How can we make this algorithm private? The only computation that is data-dependent
is that of the gradient g. So we can add noise to make the gradient differentially private
(where we can use smoothness properties of the loss function to compute the sensitivity of
the gradient.) After that, we can rely on the post-processing property of differential privacy
to argue that each update step is differentially private. Finally, we can use the composition
theorem to argue that the combination of T update steps is differentially private.

This privacy comes at a price! One can show that the solution to the private ERM problem
will have empirical risk roughly

√
d/ε larger than in the non-private setting (note that this

statement is not about generalization, but just about the ability to fit the training data).
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(a) Non-private ERM. We try to find weights
that minimize the empirical risk.
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(b) Output perturbation. We add noise to the
output of the ERM algorithm.
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(c) Objective perturbation. We add noise to
the objective function that we optimize.
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(d) Gradient perturbation. We use gradient
descent with added noise.

Figure 2: Illustration of private ERM techniques.
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4 Private Deep Learning

Let’s now see how to apply these ideas (and optimize them) in practice for training very
large and complex neural networks.

We won’t need to go into the details of how neural networks work for this lecture. The
important bit is that these functions are not convex (i.e., there can be multiple equivalent so-
lutions to the ERM problem), and generally don’t satisfy any “nice” smoothness conditions
(i.e., changing the parameters θ a tiny bit could change the model’s output by a lot). This
makes it hard to bound the sensitivity of the ERM output, or of individual gradients.

Gradient clipping. So what do we do then? We can just enforce that individual gradients
are bounded! That is, instead of viewing our algorithm as a private optimization algorithm,
we will view it more simply as a private gradient aggregation algorithm. In each step of
gradient descent, we clip each example’s gradient to some maximum ℓ2 norm C, and then
compute the average gradient. This is now just the mean a bunch of vectors of norm at most
C, so we immediately get a bound on the ℓ2 sensitivity.

g

C

before clipping

g

C

after clipping

The tricky bit in practice is how to set the clipping parameter C. If we set it too large, then we
will overestimate the sensitivity and add too much noise. If we set it too small, then we risk
removing useful information from the gradients which could harm the optimization pro-
cess. To complicate things, the norm of individual gradients can vary a lot during training.
Another issue is that clipping may bias the distribution of gradients. As we see in the above
example, the average gradient after clipping points in a slightly different direction than the
original gradient. There is no principled solution to this problem yet. Luckily, it seems that
neural network optimization is not too sensitive to these issues, and a fixed choice of C often
works well enough.

DP-SGD. The gradient descent algorithm we saw in Algorithm 1 computes the gradient
over the entire dataset in each step. This is also called full-batch gradient descent. This is
extremely inefficient in practice for large datasets. Instead, the canonical algorithm we use
in practice (in the private and non-private setting alike) is stochastic gradient descent, where
we sample a small batch of examples in each step to estimate the gradient.

This leads us to the DP-SGD algorithm of [ACG+16], which we present below:
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Algorithm 2: Differentially Private Stochastic Gradient Descent (DP-SGD)

θ0 ←$ Θ // arbitrary initialization

for t = 0, . . . , T − 1 do

Sample S ⊆ [n] of size m // select a random batch

gi ← ∇θtℓ(θt, xi, yi), ∀i ∈ S // compute per-sample gradients

gi ← C · gi/ max(C, ∥gi∥2), ∀i ∈ S // clip gradients

ḡ← 1
|m| ∑i∈S gi // aggregate clipped gradients

θt+1 ← θt − η
(

ḡ + N (0, σ2 Id×d)
)

// noisy update step

A naive privacy analysis. Let’s analyze this algorithm with the tools we’ve developed so
far. Since each individual gradient has norm at most C, the sensitivity of the batch gradient is
at most 2C/m, and so we can add Gaussian noise of variance σ2 = 2(2C)2 log(1.25/δ)/(m2ε2)
to get a (ε, δ)-differential privacy guarantee for each gradient step.

With just basic composition, after T steps, we would get a total privacy budget that grows as
(εT, δT). This is really bad. When training neural networks, we do thousands or millions of
steps, so we would need to add a huge amount of noise to each gradient to get a reasonably
small ε at the end.

But recall from the last lecture that when composing (ε, δ)-DP mechanisms, we can get a
privacy budget that grows roughly as ε

√
k by applying the advanced composition theorem.

By plugging in the advanced composition theorem (and choosing an appropriate δ′) we get
that DP-SGD is (ε

√
T log(1/δ), δT)-differentially private. This is much better than before,

but still leads to a huge privacy budget for practical settings. So we need to do better.

Amplification by subsampling. Our naive analysis assumes that each gradient step has
sensitivity 2C/m. But consider what happens if we move from a dataset D = {x1, x2, . . . , xn}
to a neighboring dataset D′ = {x′1, x2, . . . , xn}. If the batch S that we sample does not contain
x1, then the distribution of the gradient is exactly the same in both cases. It is only when x1
is sampled that it can affect the computed gradient.

We can leverage this observation to get a better privacy analysis, for any algorithm that first
subsamples the data at random, and then applies a differentially private algorithm:

Lemma 1 (Amplification by subsampling [LQS12]). Let M be an algorithm that is (ε, δ)-
differentially private. Let M′ be the algorithm that first samples an ρ-fraction of the
examples from the dataset uniformly at random, and then applies M to these m exam-
ples. Then M′ is (ε′, δ′)-differentially private, for ε′ ≈ ρε and δ′ = ρδ.a

aThe approximation is actually ε′ = ln(1 + (eε − 1) · ρ) which is roughly ρε for small ε.

Let ρ = m/n be the fraction of the dataset that we subsample in each step of DP-SGD.
By the amplification by subsampling lemma, we now get a privacy budget that grows as
O(ερ

√
T log(1/δ), δρT). The sampling rate ρ = m/n is typically very small when training

neural networks (e.g., we might have a dataset of millions or billions of examples, but only
sample a few hundred per batch), and so this is much better than before.

6



Even more advanced composition. Our analysis can still be improved: the advanced com-
position theorem we used applies to arbitrary (ε, δ)-DP algorithms. In particular, this means
it has to account for all kinds of esoteric algorithms, such as those whose privacy guarantees
“fail catastrophically” with probability δ.

Recall that the guarantees of the Gaussian mechanism degrade much more gracefully: for
any δ > 0 there is a ε(δ) so that the mechanism is (ε(δ), δ)-DP. So the Gaussian mechanism
actually satisfies an infinite number of (ε(δ), δ)-DP guarantees simultaneously.

There are other notions of privacy than approximate DP (e.g., Rényi DP [MTZ19]), which
better capture this behavior. If a mechanism satisfies such a notion of privacy (e.g., like the
Gaussian mechanism does), then we can get even better composition rates, which ultimately
translate to a privacy bound for DP-SGD of roughly O(ερ

√
T, δ) for appropriate choices of

parameters [ACG+16]. So we save a factor of
√

log(1/δ) on the ε term, and a factor of ρT
on the δ term. These savings are significant in practice, since we expect δ to be very small
(definitely smaller than 1/n), and Tρ ≫ 1 (we train on over the entire dataset for multiple
epochs, and so we expect to sample each point multiple times).

4.1 DP-SGD in Practice

A few notes on how DP-SGD is used in practice:

• Central vs local DP. The guarantee provided by DP-SGD is central differential privacy,
where we assume that some trusted party has access to the entire dataset and runs the
algorithm. But DP-SGD also lends itself very naturally to decentralized variants, which
can give guarantees more similar to local differential privacy. We’ll talk about this more
in the next lecture.

• Utility. Adding noise to gradients hurts utility a lot, especially if the training set is
small (intuitively, the larger the training set the less one sample contributes to the final
model). For example, on the canonical CIFAR-10 dataset, if we want a guarantee of
ε = 1, the best reported accuracy is around 73% [TPSM24], whereas the non-private
state-of-the-art is above 99%.

How do people get around this? Either they settle for a rather large ε guarantee, in
the hopes that the guarantee isn’t tight in practice, or they first pretrain the model non-
privately (this may sound a bit like cheating, and maybe it is... [TKC22]).

• Performance overhead. Clipping individual gradients is not straightforward in prac-
tice. In non-private training, we directly compute the average gradient over the entire
batch in a single back-propagation step. A naive implementation of DP-SGD would
compute the gradient for each sample in parallel, clip them, and then take the average.
There have been many optimizations proposed to make this more efficient in terms
of speed and memory, which are implemented in popular libraries (see e.g., [Goo15,
SVK21]).

• Code. There are many open-source implementations of DP-SGD, which also take care
of calculating the privacy bounds using advanced composition theorems. For example,
Opacus (PyTorch), TensorFlow Privacy, or JAX Privacy.
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