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Goal : p= IXi fraction created

Algorithm : flip a coin

n yi =SiWit
Ue50,]

"local model"
· U = E => no privacy

Ctemporary)
· U =0 => perfect privac , useless*asible deniability
· OLUCE => If yi: 1 ,

maybe
adversary can't reliably

based on their response alxi)

I
=> plausible deniabilite

↑

distinguish if a student cheated
cheated

,
or just flipped response



Goal : p=Xi Fraction created =2Up)=
Algorithm : flip a coin =(i - CE-r))Rtimator
Yi =Swt

Ue50,] unbiased: E]= P

Naive: 1 #
How accurate is this !

concentration bounds
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Biased: EJ4i] "How far isfrom #Spy "
= IEGyi] ( with high probability
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= 12Ux + (E
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ignore los
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erroimplication
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samp
RR provides plausible deniability

· Goes to 0 ifn grows Differential privacy
· Want 1p-p12C · generalizes this nation

=> privacy-utility tradeoff! I
plausible deniabilitya privacy

-n = (c)
UC,]

· makes it formal



Definition :

databases D
,
D'eX" are

#Differentialprivacy

I
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Setting arbitrary neighboring "replacement"

Database DeX2- Sets Did
if

Mechanism M:+ Y
ii) DandD'differ in at most 1 low

(prob - also) (Alternative : define in terms of

"Central model" addition/removal
.

Similar results

Curator
adversary

up to constant factors)

everyCanalyst plausible deniability :

~ Adversary cannot distinguish MLD
or M(D')

M(Du EyouB] vs . M(DrEsomeone elsa3)
CRR is "local model"



Refinition&G-DP) Initialdiscuserty of anA Crandomized) mechanism

M : 2 -> Y is Igorithm ,
not database/output.

differentiallyprivate if 2. Worst-case definition

· XD ,
D'EXM

,
DrD' and-3. No attacker modeling !

of SeY we have

PrEMIDES]eSPrEMCDI)ES]

Intuition : If you change one row of your

Idatabase
,

the output you get is

"basically the same".

"¥ Probabilistically.


