
Privacy Enhancing Technologies
4

.
SNARGS



Recap on SNARGs specialcommite & scheme#

-- · I
AusCa,) ,

Commit(t)
P(X,w) V(x) 1P

9
> ~

E Open(Aus
&

Properties : - proof is short : OkX, polylog(d)
~ Verif is efficient : O,i, polylogk)

Terminology
· SNARG = Succiust Noninteractive ARGument

T - -

· SNARK = ⑦ Proof-of-knowledge
- T

· Zk-SNARK = ① Zero knowledge
- - - -



P(X,w) V(x)
Commit(t

,
v)
-

# (A) Polynomials
-

I'm going to prove that Fib(100) =354 ... 075
EF E EF

I ↓ I

f(x) = 90 +a,X+ azX) +... + azX]

1
. A(o) = A() = 1
2.A (100) = 354 ... 075
3. f(x+2) = A( + f(x+1) *x40...983

-

Evaluation proof
-

P-A
·1 100t ↓ flo, f(e), Allod
v ↳ check these



EqualityLest
-
1I A, 9

p ->-rePFT+ A(r), g(r)A,9 V accept iff f(r) =g(r)

Why is this sound?

A non-zero poly over # of degreed has
If roots over #
-

XE# st f(x)=o

suppose prover cheats and A + 9
then z= f-g is anon-zeropoly
of degree -I
So z has at mostd roots

P(z() =0 (f+g] < (y) = neg))x)
f(r) - g(u) =0
E f(r) =g(v)



Zerotest

let's show A (X+2) - f(x +) - f(x) = 0
* XE 50, 1,..., 983

let's prove that f(x=0 xEd

A is zero on1 if f(X) is divisible
by zr(x) = T(X -a)

atch

Ex : f(x) = X3 -7x + 6 - = 21,23
f() = A(z) = 0

f(x)= 2.



Zerotest ↳
vanishina quotient

poly
-

write f(x)= Er(x) .&
- -

deg 1) Jeg Fell deg ↓

-I↓ farlglof
V accept if f(r)=z( ·9)

-

complete

Whysound ?

AssureA is not zero on-
-

then A(x)/Erhx) doesn't exist (as a poly
-

P ->
a

this means f(x)-a(x) · En (x) +0
and hasJegree 12)
↑[f(r) - q(r) · t(r) =0]



The full Fibonacci proof f(x+7) -f(x+1) - f(x)
=o Extho, ...,983

T g(x)-AI
->

A(X) , q(x)
0
,4,1004 ↓ f (0), Aly , f(100)
r & (r+z) - f(r+D -f(r)
V

= g(r) . Cr



Polynomial Commitments

Commit (A)
p- V

Y

T

Open(y
=f(x)
->

Def
-

·Selup (t
,
x) -> PP 11

↳
shorter" than
A

· Commit (pp
,
A) ->

I Proof
that

· Open (pp, f , x) -> I A=Y

· Verif, (pp, <, X,Y, i) -> So, 13

Correctness
up t Setup(d, 1) 71 = Pr[Verit(pp.X, f(x),i)=1 : Ct Commit(pp,A)

= #E Open(pp,f,x)



"Evaluation Binding"
Verit(c
,
X
,Y,)=/ pptSet-p(a, X)

[ IPr Verit( , x ,y,)= · (2,X, %T y,it) <- Alpp)
negl

Y+y

&ownit (1) , Committal>
i

Proven- Verifier
Open(t,0) , Open(f,) ...->

---

↓
Verify(... )

Non-interactivity : Fat-Shamir
Succinctress : Kommitt

,
Iopent

are Ox, polylog(f))

HW2 : build a pol commit scheme
(partially)



PLONK A "polynomial lop"

pot queries

v

Setting : ((x, w) = 0M

public ↳
witness

impuf (private)

Goal : built polynomials that encode this
statement

Circuit traces

2 Goam
④ 8 Gz

56U -

① 7
-> (X, xyz)x(xz+ Wi)

⑯
right out⑳ lefta- 3 Go 2 8

U 3 7& 8 7 56



· ICI = # of gates
· II) = /[x) + /Iwl
· Jegree - = 3 . /C + 11)

·z = El
,
x
,
2
....
x
* 3

Trace polynomial A trace of teg I

to encode inputs : Atrace (4-1) = inputti

2. encode wires : for l = 0 ... (C -1

Atrace (X3) = leftinput to gate I

"(x3H) = right
11

" (3) = output "

the prover commits toArace To

Howto verify?



what to verify ? ((X, w) = 0

1 . the output of the circuit (the last gale) =0
2. the correct inputs X are used

=

see E 30 the gales are evaluated correctly
notes 4

. the circuit wiring is correct

1) Checking output p (3)

2) checking inputs
& f(x +) =x ... f(x-k) = xk

-

· Verilier built in that encodes inputs
Ain (x-1) = Xj for all public

inputs

· Prove Atr(X) - fin(x) = 0
for x + Ex+, ..,x

-1x) 3



PLONK SNARG
-

"Universal"Setup : run Poly-Commit Setud
to get pp

Circuit-specific : "to some work in
setup time OCICI) that

depends only on <"

Proof ~ Prover runs ((X,w]
-

and creates Atrace
and commits to it

· Verilier queries Atrace
at a bunch of points




