
Privacy EnhancingTechnologies
3. Zero-knowledge Proofs



Recap on MPC
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A protocol that is secure tox function
if A is seni-honest
-

↳ not true in practice...

What about malicious security ?
what canA do?

* About at any point=> Fairness issue
↳ all parties

get y,
or

nore of them



Fairness is impossible
-

P
,

1-
P2

/ ↑at this point what if P,
P, knows - doesn't send this mag

if Protocolis fair
Pe should also get -

=> the last usy is redundant
-- recurse

,
all mags are redundant



MPC properties : ↓
this is for
free in
semi-honest

* privacyA corredress setting
↑
in malicious setting
this is harder

- Fairness

* Input intependence
↳ A can't choose it's input
to depend on an honest parties'



why not use MPC for everything ?

-> Wehave a protocol to compute
anyfunction privat,
-

↳ parties karn
Y and nothing

else

-> We might want :
- more efficiency
g iI:↑- less interaction -

~ "more" privacy (revealing y
exactly might
be bad)



Zero-knowledge proof systems

-> upC for 2 parties with
one-sited privacy/correctness

I knows sat,C U = 2X, UXeV) (xzUXx·assignmentX
SAT formula R

% et protocol ⑨
↑ - A
-

Prover -> Verifier
↳ convinced
that I is
satisfiable

G learn nothing
-

about X

LExample locona



Why zk?
-

Applications
· Verifiable computation

* O
--
-↑
Y=Acx) 1

client 2Froot server

isuccind)
-·is this check that y=A(x ?correct?-

· Verifying Passwords

per

client
->Fl
↑
you have

to
send the pa
over the wire



Client
#proof
-

par Server

convinced-thatClient knows pur
* Cryptocurrencies
Y ↓

private payments outscorcing work

~ Malicious UPC

Semi-honest Ek proofs
protocol

+
↳ when Di sends
magm, they
prove (inzt)
that this is the
right mag to sad



Delining Ek Proofs

Circuits : C :#
*-

-

X ↑

"public input" "witness"

we say Cis &tisliable on input x

if Two such that ((x
,w)=0

zk means informally that the verifie
learns that ((X

,1) =o without

learning w



Pet A zk proof system for
a family of circuits K is denoted
as < P

,
V (C

,
x) satisfies :

1) Lampress : for all CEK ,
xE#

*

where <is sat
, oux :

Pr[ < P
,
>(4x) = "accepti 2

2) oundress : FCCK xEh
/

where is not sat. on x

and all malicious provers PB

PrE <pr,v)(C,X) = "accept"]e



3) Zero-knowledge malicious V*

Here exists a simulator Simple sit
# CEK

,
XEF whereC is sotoux

View ((p, ra)(4x]] Simp(*)
V*

Itea would Real world

TTP((X)M N PV
-

w ↓of ->

P v



Discussion+ completenessevrerror
C security

* why 21s , l ? y
parameter

↳ just repeat the protocolI times

* both the prover & verilier can
be malicious I E

soundness Ek
,"privacy"

Additional properties

1) "Proof of knowledge"
((X

, w) = 0 the verifier
learns that there

-exists a witnessw
-

not the same as "Prover knows
-

the witness "

Passwordexample : Prover Verifier-
-

per y= H(pw)



2) Non-interactivity 3 SAIARGs3) Succinctness succinct
non-interactive
argument

Ex : X
- Server

client -

-X y= SHA0 ... StA()
YT -

y Im times
I

· client can verify proof it
muchfaster than computingy
-

· we want the proofit
to be a single msg



* Non-interactivity (NIEKs)

P Is V

Fiat-Shamir transform
-

"Sigma Protocols" 2
U V(x)

P(X,w]->
C c
-
Z
- Verif(X,u,

<,z)
↑

↓ deterministic

off

Idea: have the
-

choose Pronetemselves
Eul : what if P cheats?



How? Random Oracles

u
,
ZP- V

c= H(x,u]
C=H)(X

,u) verit(x,u,<,z)

· to prove security assume I
is a randon frection

· in practice , use a real hash
function

Note on soundness :

there we want soundness error
to be negligible



* Eaciuctress
· short proofs : IT) = potlog (IC)
· elicient verif: time to vanity it

O ((X)
, polylog <(Cl))

Non-trivial : P /
this is not succinat?
· (l= O(((l)
· verilier needs to

run ((X,w)



Building SNARGs

Blueprint
-

1) Build a proof system that is
succinct in sore "weird" model
without cryptography
⑳- T-

3 IvIP 3

2) Emulate" this weirdmodel
using cryptography



The Box game
-
-1 I

Prover -----/ it ... Tu
-
-

ik Lite,
locations Verifier

accept/reject

① Amazing result his is possible

PCP theorem : all NP languages
have a proof system where
OCITI)= poly(ICD) and V reads
3 bits ofthe proof to

↳ soundness error 112



--

1) par I1&

p- Hi , it
↑

Issue : this bux doesn't exist

Solu : Use cryptography
2) "Commitment scheme"

special commitment scheme :

Vector comm . schere



The box game is a "interactive
oracle proof "Top

encodingE> Orack
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P
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