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Recap on commitments

Commit : MX R = C

· Scommit (mo, r)3 &Commit (m.,u))
Hiding

· Can't find motu, s . f

Commit (mo, ro) = Commit (m , r.)
Binding
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Security

· Hiding (perfectly)
given c= g& = gah =gr+X-

pick meg mo , then Fr s.tO

Commit (mo, )= c ↳ X
-m

*

· Binding (computational)

Hardness of Dlog :
Given D

, generator g , he $

hard tolind x stgY =h



How to prove security ?

Hardness reduction

if I can break binding
Hen I can breat blog

Assume break binding .

Ican find metu,, ro, r ,

st gMogio-grigh =c
Mo +X . To m. +X . V ,

9 = 9 - C-

o +X - vo = m , + X -r,
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Secure Multiparty computation
CMP C)

"Any function that can be
computed securely with a brushed
3rd party , can also be computed
securely without

"

Ex : Private ML
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Defining MPC private input
of party
1

C

- = f(x, ..., Xu)

very general setup :
* e-voting
* secure group mess aging

tions* private anc
-

Ideal world Real World

Trushed party N
**** 24 Xa↑ XY

N P, (X,I

G aPo Pe Pr Ocorrupted P. (Xe]



Sim(, Exi :i, Y=f)* Eview: it (3
T ↑

o adr
rout corrupt

Simulator
inputs

offunction parties
-

everything the adv
sees in the ideal world

security for MPL

· Semi-honest : the protocol is secure as
long as all parties follow
the protocol

· Malicious : the adve
whatever theandt

When we built MPC
,
we start with

semi-honest and then addchecksnees
↳ very efficient , single

for malicious security
↳ slow

,
complicated



Building a seri-honest secure MPC

Paradigm :

1 . Parties "secret-shore" their inputs

2. Parties compute over secretshared
data

Additive secret sharing

· seact s #p =
sy 40

to be shared

among a parties
-

Fp and set- 1· sample r.....,
in <
n-
1
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in = S - 2 ri

u
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any
subset

- hares
SS = 2 ri - of
at
nothing
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[s] = (r, , .
. ., ru) learsabout S



What are we going to compute?

Def : Arithmetic circuits , inputs Xi #p

XI

X2

-
I Axe,+)--

· Any functionf can be represented
as anarithmetic circuit

· Very convenient repro for crypto

sehur
- ray,

Bob (x)
[xB]= (risA , rBB, rBC)

↓VBC

Alice (A)
Krist

rac Charlie (xc)->
[xA] =CrAA

,
rAB,-Ac)



Observation : To get semi-horest MPC,
-

we justmed to to additions I mult.
over secret-shared data

XI -X2 ( X A (x1 , X2, +3)--+
3
-

O ↳/
each party hassubprotocol one share of this value

ID
sx-
X- [x+ -+]

⑮protocol
parties

reveal
shares

-

"Bad" example
-

suppose Xz = 0 I then we don't
-

Wanf [x , + xz] = [X ,]



7Addition : [x]
3-

( +3 -
( + - (x++]

(x+ +3 = [x] + [+]
↓

Cr, . . ., ru] 2,x] (, ..., th)

↳ ri = [ (xityi) =z _X ! 24 :
=S> i=1

-11 --
*
y

Linearops y
constant known to

all parties
· [kx] = k . [x]

· (x + k] = (x , + F,..., x)



Multiplication

BWRONG
[xo +] = [x]o[y]

= ( , ot , X2 - %, .. .

,
Xnofu)

1
& Xi :Yi # (2x :) · (2xi)

We cannot do thiswithoutinteraction



How to compute [xo +] ?

1) information - theoretically
· less than 4/2 parties are corrupt

"honest majority"

=> Semi-honest information-theoretic
MPC

2) Computational
· what if n= 2 ?
· need public-key cryptography
=> semi-honest MDC with n-1 corrupted

parties



What does a "real" MPC protocol
look like ?

1) "Offline phase
- doesn't depend on inputs +
~ "expensive" (uses crypto)

2) Online phase
-depends on inputs
- "Cheap" , information -theoretic

-

tphase : generate "mult triples"

Pi
->

Pr D. (a.,b.,<)
COI => De 202 ,be,)-C

P 2 Du Can
,
bu
,<n)

ab #p
Sot (ai) · [bi) = Zei- T



Online : when we need to mult
-

[x)
,
(y] we can

reduce this to mult
.

[a]
,
[b] forrandom al
-

we already have this to

"Bearer'strick"
[x] = (x ,

,
. .,X_ ) Ca]= Ea, .., an&

[b] = (b , , . . .,but[y] = Cy , , . .

.,
Ym)

, gaz =(... - and

1
. [S]= [X-a] all parties have
[E] = [Y- b] shores of Sands

2. All parties reveal shares of S
,
E

=> All parties Kw S =X-a
E = y - b

3. locally compute : Zi = SE + bi .Stai



Zi = Setbi .Stai-
- garbage

Laim : [2] = (z, .....zn)
is a secret-share of Exy]

U

1
2zi = 22d + Zbi · S +Zai .E +z:
I
- -

--

SE t b .S + a . E +C

= (X-a) (y-b) + b(x-a) + a(y b) +a

O= Xy -xy x +x+xx -ab +xy-+

S . E = (x -a) (y-b)

= Xy + garbage



· Computation : OCICI)

· Communication : OC# of melt . gates)
-


