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Privacy Enhancing Technology-
- -

Your first and last class or privat
-

-

Why Privacy ?

how to control and choose
who sees my data and how

The focus · how to compute or
-

-

data with "privacy"

#setting : Y-Yuzf2X, ..., Xu)

"privacy" : the computation "leaksuot too much"
about the data xi
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11 whaall parties ↓ if f(x)
You are

learn A(x] itself leaks information?
were

and nothing
else

+, , ..., yu f(x ....,
X-]

· Encryption : Alice Bob
Yu x2=1

A(m,H =(
,
m)

· Zero knowled : P(X
,
w) V(X)

proofs

f(xa/ ↑

Proof
correct ?

"

· Private MC A (W ,+ , Heste) . . Nasta)
the model < ↑ "train a M(model"



Things we will Won't
cover cover
- -

MPC -L SNARks modern 2PC
/
z-

, -

private readingA writing Fully Homorphic Ena

Data reconstructions I anonymous commDifferential Privacy privat payments
e-voting

Private ML lots of stuff
about Diff . Privacy

Why are these things not used inpractice (yels ?

step 1) Build system to go last
to be efficient

(no one cares about privacy)

step2) We really need privacy now
I

· priorFract -Prince ↳option2 -Y
Slow



Logistics
-pylab . ai/teaching/pets len

:Fhomeworks
↳ at home

↳ covers vs lectures
↳ Latex

↳ Submit via Gradescope

#laboration : While who you talked
to on HWs

Exo sessions : fill out Moodle question

Feedback : google form for on feedback

we make mistakes!
if anything looks odt or impossible

,

let me know!



Rock paper scissors over the phone

- Commitment schemes

ing

You ↑.~Tbriend
wart wants
Chinese Italian

A

... SorryI rock⑪ Cwas in a
tunnel

↳~ choosepaper↓



"Solution"1 : Hashing : x50 ,

1
,
23

O
Y 50,

1
,
23

O H(x) -
-- ?17 ifSt
M * 1
->

a Hash doesn't "hide" x
"Solution" 2 : Encryption :

&

= Enc(k, x)

q - ↑#
A A

kok
↓, X C

->
c = Ena(f

,m)

Encryption is not "binding"
-

Enc(k, m) - FQ W
/
k+ 23

-

mod 3

After seeing y, you choose y and

set k' = c D *



Commitment schemes

U

boxInformally : a locked
"

can't

Ett 8
open

the
bot

↑ -> t
pos
O
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↑ Of X
->

⑧can't mswap

Andistinguishabilities as
randomness

& (X ,
r)

P > Adr

Efer) : rM3
↳ a distribution
↳ "the view" of the adversary
-



what we want : view indistinguishable
from "something that

is privated

· information - theoretic (statistical)

2 f(x) : Refer : neR3O
- um

these Dists are thee

· Computational : For all PPT adversary

forC-Ayr]-PrAly]
Not t ,

to
But Ev↓ run)

(n- 2) Fearstands a



Plition Commitment scheme
- messca randomness

An algorithm CommiteMXR-C
T

commitment
Commit (m

, r) = c

Properties

tisticalHiding : Fro,
m

,
-M

&Commit (no , r) : r
*R3

& Commit (rr) : rR3

Comp . Binding : No PPT adversary A can
--

find (mo
, ro) ,

(m
,
r . ) Sit

Commit (no
, ro) = Comit (m.

,
r. )

and not m,



Terminology
C= Commit (m,

r)
- O - O

- -

A M , r A
->
- check
"opening" that

= Commit (a)

The simplest commitment scheme

Commit (m
,
r) = H(m

,
r)

Howho prove security ?

The Random Orac Model

1) take a hashfunction (say SHA-3)

2) "pretend" it is aradon function
H : X↳Y



What's a random function ?

#xEX
, pick y

* y

and deline H(x) = Y

the "controversy" : clearly
,
SHA-

is not a random function

Why random oracles : proving security is "easy"

whenIt is random
↳ very simple ,efficient

protocols
leap offaith : hope that using SHA-3

is still of

Commit (m, r) = H(m
,
r)
- random oracle

CHiding :If It is random, H(m, r) is uniform over C

the chance Ade would even query H(m
,
r) is negligible

Binding : a random function is collision resistant



Pedersen Commitments think subgroup of
25

T for a prime

Sep : Let I be a group
of prime order p

9 he 6
,
sit the deblog

between g and
h (gY =h) is unknown

Commit: EleD
- Commit (m

, r) = gmh 6

This scheme is linearly homomorphic

Commit (M
., r. ) o Commit (ve

,
rel

= 9mitme retre
-

-
Commit (unutme

,
retre)

We can compute linear functions over
lescommitted van


